Risk vs harm

First, it is important to know the difference between risk and harm. The
two terms are sometimes used interchangeably, but there is a clear
distinction. When we talk about risk, we mean the possibility that
something negative or dangerous will happen. Harm, of course, refers to
actual damage or trauma.

Many of our conversations about keeping students safe online confuse the
two. There are certainly risks associated with internet use, but for the
majority of young people, these risks will never lead to harm.

A 2014 survey by EU Kids Online, for instance, found that though children
are indeed exposed to some risk when they go online, less than a fifth of
nine- to 16-year-olds said they had been bothered or upset by something
they had seen online within the past year.:

For internet safety information to be helpful, it needs to reflect the reality
of young people’s experiences online: the risks they face and the actual
possibility of harm. Here are a few common online safety myths, along
with the truth about each one - and some tips on using that information
to help your children stay safe.

Myth: Adults who want to harm
children target them by pretending to be
young people themselves.

Fact: This can be the case, but according to the Crimes Against Children
Research Center,2 most online offenders admit they are older before
trying to convince their victims to meet in person or engage in sexual
activity online. They typically rely on flattery and young people’s normal
interest in sex and relationships to target children, not solely on deception
about their age.

What can you do?

Make sure your children know that adults who want to talk about sex
online are breaking the law - it’s illegal for an adult to send sexual
messages to a child - and should always be avoided.

Discuss the risks involved in sending revealing images or using webcams,
which can always be recorded. You can watch CEOP’s nude selfies film
series (link is external) for more information. And talk to them about the
risks of meeting up with online-only friends in real life. Encourage them to
talk to you if they are ever worried about anything that happens online.
Show them how to report abuse to CEOP, if anyone online ever makes
them feel uncomfortable.



https://www.youtube.com/watch?v=XjV0lKYpakk
https://www.youtube.com/watch?v=XjV0lKYpakk

Myth: Online child sex offenders typically
target very young children.

Fact: Offenders typically target children they think will be vulnerable, so
many try to connect with teenagers who are open to talking about

sex.3 some do specifically target young children (especially young children
who are very active online), and so it’s important to talk to children of all
ages about using the internet safely. The fact is, though, it is teens who
are most vulnerable to exploitation online.

What can you do?

Try not to frighten your young children too much. It is important to talk to
them about staying safe online — make sure they know what is and is not
OK to share, for example - but overstating the risks may make them
unduly worried.

Try to emphasise boundaries and what is and isn’t appropriate to discuss
with friends online. Watching a CEOP Thinkuknow film(link is
external) with them and discussing the outcomes is a good way to start.

Myth: Sharing personal information online is
never safe.

Fact: It's difficult to interact online without sharing any personal details.
Popular social networking sites and email services all require some
amount of personal information to get started. The important thing is to
ensure that young people are using the right privacy settings.

What can you do?

Encourage your children to think carefully about all the information they
share — why do they need to provide it? Who can see it?

Warn them about the riskiest types of online interaction, such as talking
to people; they have never met face-to-face, talking about sex with
strangers, sharing revealing images or posting their phone number
publicly.

Myth: Social media is too risky and should
be for adults and older teens only.
Fact: 'Social media’ is a broad term referring to a wide range of platforms

for connecting and communicating online. Some are safer than others,
but they all involve a certain amount of risk — and many incorporate tools


https://www.youtube.com/watch?v=_o8auwnJtqE
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for preventing harm, like reporting functions, privacy settings and
moderators who remove inappropriate content. Many young people use
social media safely and productively.

What can you do?

Talk to your child about privacy settings and responsible use of social
media. Before they set up their first account, you might want to read over
the privacy information together and talk about what tools make sense to
use.

For instance, they could set all their posts to be visible to friends only.
You should also look at the terms and conditions on user age - some sites
and apps require users to be over 13, 16 or even 18.

Myth: Most children have been exposed to
sexual images online.

Fact: According to research from the London School of Economics,
around one in seven children reported seeing sexual images online in the
past year.4

What can you do?

Don’t assume your children are being bombarded with sexual images
every time they go online, but make sure they know what they can do if
they do come across something inappropriate. Have a look at our article
on reporting unwanted content for more information.

Myth: Putting your family computer in a
shared room will help you manage your
children’s internet use and make it easier to
keep them safe.

Fact: This may have been true at one point, but unfortunately, it's not so
simple any more. In the age of smartphones, tablets and other portable
devices, young people can access the internet just about anywhere. And

even if they don't personally have a smartphone, they could go online
using someone else’s device or at a friend’s house.

What can you do?

Rather than trying to control everything your child sees, focus on building
their resilience. The more confident and knowledgeable they are, more
likely it is that they will be able to deal with any risks they encounter


http://parentinfo.org/article/reporting-unwanted-content

online. Try looking at age-appropriate resources like the CEOP
Thinkuknow website together to make sure they are clued up.

Myth: Children should avoid all risk on the
internet.

Fact: It is not possible or even desirable to avoid all risk online. Children
shouldn’t take risks unnecessarily, of course — but just as you wouldn’t
stop a child from learning to ride a bike because they might fall off,
keeping your kids from exploring the online world because it could
possibly lead to harm isn’t doing them any favours.

What can you do?

Talk to your children about staying safe online in a pragmatic and age-
appropriate way. Encourage them to use good judgement and to trust
their instinct if they believe something is too good to be true, or just
doesn’t feel right.

Make sure they know how to use tools like privacy settings to stay safe,
while also enjoying all the internet has to offer. Remind them that they
can always come to you for help, and make sure they know how and
when to report to CEOP(link is external). Remember that some level of
risk has always been a part of growing up - online and off.

Even once you have all the facts, helping your children enjoy the
internet safely is not always easy. In addition, talking to them about
online risk can be just as daunting. If you need more support or practical
tips on what to say, have a look at these resources:

Reporting to CEOP
CEOP’s tips on having difficult conversations with your child.

How worried do you need to be about your child’s internet use?

Nude selfies: what parents and carers should know

CEOP’s Thinkuknow site for parents



https://www.ceop.police.uk/Ceop-Report/
http://parentinfo.org/article/where-do-i-report-if-im-worried-about-my-childs-safety-online
http://parentinfo.org/article/how-to-open-a-difficult-conversation
http://parentinfo.org/article/should-parents-worry-about-what-their-kids-are-doing-online
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http://www.thinkuknow.co.uk/parents

